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MalFamily: Malicious MalScore: 100

   File type: PE32 executable (GUI) Intel 80386 Mono/.Net assembly, for MS Windows

   File size: 463.50 KB (474624 bytes)

   Compile time: 2005-10-03 20:10:54

   MD5: 1c38a5c4d5c7fce6a8c09d4bb4202455

   SHA1: 6f39ee5b4b64e65445ed15b5ad04a64b5d90bcfa

   Import hash: f34d5f2d4577ed6d9ceec516c1f5a744

   Submitted: 2018-12-12 00:06:03

URL(s) file hosting

https://f.coka.la/cYJdsf.png

Antivirus Report

Report date Detection Ratio Permalink

2018-12-11 17:52:52 46/70

Import library

mscoree.dll

2  Behaviors detected by system signatures

Anomalous binary characteristics

 - anomaly: Unprintable characters found in section name
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https://www.virustotal.com/file/58fad29f746d26cf85f10bfb93d91e4ed8cfe395e92094c411ed542ffaf8ee3d/analysis/1544550772
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The binary likely contains encrypted or compressed data.

 - section: name: Jk\x0f\x19wQ\x1e#, entropy: 8.00, characteristics:
IMAGE_SCN_CNT_INITIALIZED_DATA|IMAGE_SCN_MEM_EXECUTE|IMAGE_SCN_MEM_READ
|IMAGE_SCN_MEM_WRITE, raw_size: 0x0004ae00, virtual_size: 0x0004ac38
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